2).07C2.H7
023P2). U2

€ U238, 202C

YA 007(€d):10.000(coN I
LUINNZELANZL T QL INAU

‘(J@)QZD@“\SbbaSZ(B%.

0A'GIE UZn DSAMAO0 UZr O8IU UZn
V & AENDIEZN HZ AUNE DADVDSDRAL,

259U 25 OZN9 VIEAY V0L
(apzna-ua £ X B :

pzZuz @IndianCERT
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P THINK ®
BEFORE
YOU POST

ONCE ONLINE, HARD TO REMOVE

YIDOARD. HANOS bD

« QBKN UAOAZ 32 D8ADMA0 UZ» UAP Q2 EZPARAL PZELRAL,
2L 289G 292 2.7 UKKLAP GZRn

« DUAE ZANZIAE HA0RY), LI'CRAN NZEZAC TPALE, XNDAI 24¢9.U
09.UZ W39 DEPARAL XZ 2PDU PA.Cn

« KQKARAD UZMARD ZLAVIEN €2 IIACDRZN 2202k UZ, P2UdE
KOUL3 09.0@2.22% W2 GZ AUNE BIKN HD GZP N3ZRAGH

« PA.LOZA DI.ELC LOAL PILZLIEL KZEANAZ (Location sharing)
D222 2202k U2n

« PY.DOZACAE LIPAR LIVAE BRB/NI TBIKN DAL KAV ¥Z 0AVZ'E

(UzZn
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UG TBAYI AN G2
0Z(c 2y Uz

— WOMEN'S™

o' CYBER GUARD: PASSWORD POWER ; o=

| &
STRONG&UN]QUE = birthday  phene

- -

NEVER SHARE >.

NOHOA[C). bA0K) b2

« UDDID3 23 HZNZY TALIDIO DZOODD UZ, PZPZHD UDIAZ D082
(Upper case), Wo0720 20823 (Lower case), Zb (Numbers) 23 82209
(Symbols) UZK2 002

« UG QH0%U, PAZAU UV, XDAZ TOIE ZAUDDY TALIANO
PZHA0Z AP2U ZUPm

¢ NI2D.-PI2D. ZOAVIEN PA.GAS NI POY2D. BALIDID DZO8DD
Uz

¢ 2N2Z2RDGC DOAL UAPNA TOZLNHAY D0QZENALZLIEZ (Multi Factor
Authentication) 82.P% 2202¢ U2«

¢ UG TALIDXD 230A3 OTP PAVAI'R LY W2 2P2U WA.NAQYw

Z AV
pZaoz




232 8R2) 02 bYOI¥
D2A8 ) U2

WOMEN'S™

| CYBER GUARD: BE SECURE. | s
' CHECK LINKS

bit.ly/url @ y4

v safe-site.com

NODLRA(€A). DA0K Hd

« NAL?) 2303 OTP LIEZL HAL PA.LOACAZ UZKZNS
02 PP2U 02.0C2).2n

« DAV ZAG PA'D dZ 08U (Click) UAMD3 SZ bO2DIN
DOZNAVZAD 228 AEC OZ QZP UZn

« SMS 23D23 2UZP 0Z WZD 2LAZ DI DNOU PA'D b
P2U O8LUYn

« WO0O7ZQ PA'D (Short URL) b2 023 02A0OAC bA0Z
2P2U 08LUYn

« BOIZ ANDA3 ZPACAZ OZ ZL bA0KY ANDA3
Z20Z2326 bA0H?) 2P2U PI).Cn

AZDAND § X »

pzZnz @IndianCERT @cert_indla
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«DAVGEZ UG TSOIZ PIN, TALIAXD 2A3DAZ 04 AN
872202. 0Z P2L HA0Z L2WAE UZ»

« 20 (Apps) €92 KOU9Z 20DQALACAL 20 Kh2d LOIE GZ
DOAVHEZP2BD U2

« V20O GZ ATMZN WANIG-2), UG BQIZ 22 ATDOZN UZn

« 20 NZ229G DANALIZ aZP UZ — DAZ PA.LOACAZ DZPZHY)
H2ZUZN2) 2D DIALNZONK NZEAE ZOLZL 2PU ZUNG-n

« DU DZDOOANZL 20K HD 2896 (Remove) bAG UZn

« Cyber Swachhta Kendra 2Z0OL2CAN DOIZ DAZ GIALIZ 0Z
D2NEZN 282G (botnet removal) LATAD9 B2 OAVHEPIBN UZ:
https://www.csk.gov.in/security-tools.htmi.
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AVOID RISKS

SECURE ACCESS »ﬁJ &.y

. ‘;

NODLR7A([C2). bAOK b

« DZKL LOIAL KZEZIE 2002 AUAE HAUTBERINGD PAL LAOZ KZEIE
zn

« 20DQAL DAUBEOLNAN dZ DOA3 39U USB OIACADS P2AU
RPACHI I

« QDQAK KAKNZU NZ KIULZ CILIIAL (Approved) KLIBENVZERAN G2
DZORAN UZn

« QDQAL NZEZIC PICAZ LA0KY 1LY PAVA'R KAV W2 IP3AU
Wa.nAGn

« DQAK 2UZP ¥Z WZ) 20AZ ANhZ28UZEN (attachments) bD PRAN
U203 32 LADILRAE OAWZ'E UZn

« NAWA'ZAEC 232 AUZR 2XDAI ©I).UA QZP PZELHEAL PICIE AUAEC
ITHAU 0202 V282 HAU

AZDAVD § X » @
pzoz @IindianCERT @cert_india
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CERT-IN NSZE LACRDAD dODOA[CD.
DAT29P9 NZELAG bO2M2D Z2U UZ

| CERT-In NSZZ b92MD ZU PN.EAL:

DZOEACAN: https://'www.cert-in.org.in
AUZP: incident@cert-in.org.in
NAD GHNA UOIL: +91-1800-11-4949

N8P 0S4 BOZbE: +91-1800-11-6969

D225 DZKDL NQIL:

+91-11-22902657
APZ TV
Y AIVA
. |
i) EiE
wer SWACHHTA KENDRA [0 !
https://cert-in.org.in/ Botnet Cleaning and Malware Analysis Centre =’ I
OR=0)
3
L4 .
2= Em—
KW E‘ﬂm;”ﬂﬁﬂm HondACH. EDTBHOE oD
nttps://cert-inorg.in/AwarenessBookiets. |sp nittpa:/ feaac sk govin/ security -toolshtrmi




